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Name of Procudng Agency:

Method ofProcurement:

Title ofProcurementi

Tender Inquir_v No.:

PPRA ReL No (TSE):

Dale & Timc olBid Ctosing:

Date & Tiine of Bid Opening:

No ofBids Rece;ved:

Criteria for Bid Evaluation:
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TS5r1526E

l5'h June.2023 Ar 1l:00 hrs.

lin Junc,l0l-1 ,^1 I l:.10 hrs

05x Bids

As pcr Eliqibilir\ & Tcchnical Ivalualion Criteria Menrioned

in Tender Documcnts

10. Details of Uld(s) [valuatjon As under:

NIh PIvICL (,la7z)

M/s Ar*en Tech

A Narionnl Technically Disqualitied
lncars

]}losl Advantageo us Biddcr Nl/s l'ltCL (,IAZZ)

1 1. Any othcr add liora ,/ supporting infbrmation, the procuring agency may like to share. Nil

4 x'r/
/ I lmran Hashim

4,/Hlad ofDepartment
NlnPl Procurement

?otot) C
n

'lcchnicAl
ifappli

Rule/Regulation/SBD*/Policy/
Basis forR€jection /

(),,rlili.d

Qualitied

Qualified

onlv Technicrl
ualification was

required

Five Bids \,1/s PMCL Jazz- V/s
R!. ,15,278,298/- Lmcrging Slslem. \r,/s Nalional

ngineers. M/s Computer Mnrketing
Co. and N4/s Arwen Tech were

ceived. Technical Bids were
ed on l5d lune.2023. Bids were

Rs.82.1j7.878.i Board and as per report M/sNational
Lnginccrs and l\l,'s Computer
Marketing Co. lrere lechnicall)
isqua,ified. Financial bids of the

hnically qualified llrms were
pened on 4s September. 2023. As
r llnancial e\nl'rarion bid ol'N1r's

MCL Jazz \tas found mosl

to lechnical evaluarlon

'l'echnically Disqualiiied
rd
arketing Co. (Pvl)
s Computer

Daled!4Oclober, 2023

N!nreofBiddrr

Mrrk6
Financial Evaluated
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Technical Evaluation ReDort for Supplv of PAM Solution
Tender f NADRA-HQ-RFB/1O9/2023

1. NDW Directorate has received the bidding documents for technical evaluation from following five bidders in response of above-mentioned

tender through ION {NADRA/Proc/NDWllO9/2023 dated 15 June 2023 (attached as annexure D) from Procurement department, for supply of

Privilege access management systerh {pAM} Solution.

l. M/5 National Engineers.

ll. M/s PMCt (Jazz).

lll. M/s Arwen Tech

lV. M/s Emergin8 Systems

V. M/s Computer Marketing & Co

2, Following board was constituted for the technical evaluation.

(a) MrArif Munir, Deputy Director, NDW Dte.- Board President

(b) M r. Haroon Hafeez Ahmed, Deputy Directot Technology Ote Member

(c) Mr. Husham Yaqoob, Assistant Diredor, NDW Dte.- Member

(d) Dr Yahya Javeed, Threat Anahst/Scientist, Network Dte. Member

3. The technical evaluation board thorouthly evaluated allthe submitted technical proposals. After scrutinizing ahd comprehensively examining

the necessary documents, as well as comparing the technical aspects ofthe proposed solutions in relation to the tender's Request for Proposal (RFP),

the board has determined and decided that M/s PMcL (lazz), MS Arwen Tech, and M/s Emerging Systems pakistan ar€ technically qualified. However,

M/s National Engineers and M/s computer Marketing & Co did not meet the technical qualification requirements. Thusr they are not qualified.

Details are as under

ss
Technical

Marks
Decision

M/s PMCL (lazz) 75 Qualitied

Qualified2 M/s Arwen Tech 15

G'

Vendor Name
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s# Evaluation Matrix
Comp0ter
Marketing

& co.

01

Not

l, on behalf of M/s_ abide by all the terms and conditions as mentioned in lhe RFP, I

al5o 100% complywlth all Specificalion as stated in the BOO.

(Attach confirmitlon lette. on company leti€r head asannex "El")

02 Bidder has a valid NTN Reglstration Annex "E2"

03 Eidder has a valid GST Regirkation annex "E3"

04 Sldder is active onATL lisl of FBR annex "E4"

05
Bidder is Tier-1/cold partner of oEM/Principalfor PAM solution Goftware & Hardware) x

x06 OEM/Prin cipa I aut horization etterto bidder for thh speciflc procurement "annex "E6"

01
Cenificale tnat quoted solution is brand new and Country of origin ls not lndi. and lsrael

Also online support is not originating from these countries. annex "ET' x

08

OE M/P r nclpa I certificate that prop05ed equipment/soluuon must not be end of sale within
next on€year and must not b€ end ofsupport by OEM/Prin cipal with in next 6 years. Anns( x

X09
Compr€hensive maintenance and support servi.es for the time period mentiored in RfP s

fully backed by oEM/Prl nclpal, which includes fau ty pads rep acement and incl!sive of2ll
related llrmwar€ updates and patches. Letterfrom OE M/Principal as Ann e)( "E9"

10

During the pastfive (5)yeaq Bidd€r/Prlncipalhassuccessfullydeployed Minimumrwo{02)
prole.ts ofProposed PAM Solutionwith in Pakistan

{Artach documefltary Proofllke PO, cllent.efer€nce letter€tc, asAnnex "r1"1

11

Bldd€/s turnover accordingto Bank account statem€nt(s)for the period 01'01-2022 ro 31-

12-2022 shoLrld not be l€ss than 100 million PxR

Bidder Eli biti Com liance Sheet Tender#109 2023

{Attach bankaccount natement a5Annex "F2")

Pate 1of 3
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Marketing &
Co.

!I te!!!r9 Description/Specif ication
Tech

M/s PMCL

IAZZ
M/s Emerging

Systems Engineers

a

A comprehenslve solution including hardware, software

and appliances shall be put forth as a complete solution. lt
is expected that the bidder shall furnish all necessary

hardware and software components as part of their
proposed soluton- This include, but not limited to, all

requisite systems, programs and applications required to

successfully implement the proposed solution.

N/A

lncomplete
solution

quoted. No

Quoted

b.
The solution must not require the use of a8ents for
managing sessions and passwords.

N/A

N/A

d

e_
The interface for accessing pdvileged systems and

manaBlng user aacounts should be userfriendly.

f.

Administrators should be able to controlall access activity

through a web-based inlerface, which allows to manage

the PAN'l solution, set policies, manage privileBed

accounts, generate repons, and monitor user activities

from a single location.

7

Bid Technical Re uirements Evaluation Tender#109 2023

,.\r
[NPage 1 of 5

N/A

The solution should utilre an inb'rilt database server for i
I

. storing credentials, without relying on non-standard or 
I

proprietary components such as non commercial 
I

I databases or network protocols. I

lThe 5olution should have built-in capabil't:es for h:Bh 
I

lavailability, drsasler recovery, and backup and restore 
I

lffi:::'"* 
witnout requirins additional toolt or 

] 1

The proposed solution must incorporate Multi fa{ror
authenrication to ensure that privrleted ac(ess s secure 

I

and excl-sivelyEranted to authorized user!. I



s# Vendor Name
Technical

Marks
Decision

M/s Emerging Systems 70 Qualified

4 M/s NationalEngineers 0

Not Qualified
l. No reference has been provided against mandatory requirement against

bidder eligibility crite.ia mentioned at Serial#10 (Relevant experience) of
the RFP.

5 M/s Computer Marketing & Co 0

Not qualified

l, lncomplete solution proposed. No Hardware quoted in the bidding

document.

ll. mandatory requirements of elieibilitv criteria as mentioned in the RFP at

Serial#5,6,7,8,9 has not been provlded for any hardware OEM.

(President of Board)
Name: Mr Arif Munir
Designation: D€puty DirectoJ (N

(Board Member)
NamerMr. Haroon Hafeez
Designation: Deputy Director (Technolosy Dte)DteI

ERPS

Signature with Date

*piz-cffio
>-03 -2o>3 sic"ature whh Datei tJkd J 2l -etz 'Z-Pz-s

4
(Board Member) (Board Member)

Name: l{r. Husham YaqoobNam€: Dr. Yahya laveed
DesiBnation: Thleat Ana

rnp* 6C z3s
lFt/ScientiJtJNetworks Dte) Designation: Assistant dtector ( DW

Signature with oate pL3
ERPfl15922

Signature with Date
4P!
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Computer
Markerint

& Co.

s# Evaluation Matrix
Tech

PMCL

)AZZ

€merging

Systems

National

Ingin€ers

t2

Bidder has al least Thre€ (03) Technlcally Quallfied HR with relevant to quoied/proposed

(Attach valld certlflcat$ as Annex "F3')

!9!g A lirm not fullfilln8any ofabove wll be rejected

01

During the past five (5) years, how many

successfu I projects of Proposed PAM Sohrdon

at comparable scale, were completed in

(Attach do.um€nr Proof {Po) as Annex "rt")

15

Equalor morethan 5 = 15 Marks

Less than 5 but equal or more

than3=l0Marke
Less than 3 but eluaL or more

05 05 05 0

02

Bldde/s turnover accordinS to Bank account

statem entG) for the period 0101-2022 io 31-

tz-2022.

{Attach bank account statemenl as Annex

"t2")

15

Equal or more than 300 mill:on

PKR.l!_U!rE
Less than 300 million but equa

or more thafl 200 milllon P(R .
1o-l&!tr
Less than 200 milion but eq'ral

or more than 100 million PKR.
05 Markt

10 05

Technical

support

Qualification

Number of Technically Qualified IIR with
relevant 1o quoted/proposed PAM soutlon.
(copy of the certif€ation, erperlenced

certlncates or iraining are requlred to be

aitached with technical proposzl)

lAttach valid Certificales asAnnex "r3")

10

EqualormorethanT = 10 Marks

Lessthan 7 butmore than 5 =05
M3dr
Equalto 3= 03 Marks

10 05 05

Type of Afrlliation with PAl solution
OEM/Principal
authodation Lett€r: Attach authorizalion
LetlerfromtheOEM/Princlpal {OEM/Principal
should directly authorize a partner available in

(Attach do.ument Proof as Annex "F3")

10 05

Bidder Eli bili Com liance Sheet Tender#109 2023

04

Page 2 of 3

05

03

05 05

OEM/Prlncloal air".,rv ]

partrcipatins = 10 Marks ]

Throulh Ti€F1 Partner = 0slr-*- -lt-l
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5t Description/Spe(i(ication
T€ch

M/s PMCL

!AJZ
M/s Emerging

Systems EnBineert

M/s Computer
Marleting &

Co.

Multi-factor authentication must encompass various
options, such as One-time-passcodes (OTP) delivered
throuah SMS or email, as well as hardware and software
tokens.

3

The proposed sol!tion must offer a secure and traceable
platform for privileged sessaons, incorporating essential
features such as live session monitoring, keystroke
logging, and the capability to terminate sessions remotely.

b

The solution should enable the dir€ct upload/download
and transfer of file(s) from the managed systems to the
user's workstation, via RDP and 55H sessions, while
ensuring the complete elimination of any residual file(s)
trom the solution after the transfer process.

The solution should implement role based access control,
allowinB administrators to define roles and assign

privileges based on job functions, to ensurethat privileged

access is properly controlled.

b

Must operate with the principl€ of least privilege,
providing users with the minimum levelofaccess required
to perform their job duties, to reduce the risk of
unauthorjzed access or misuse of privileged accounts.

N/A

5

a

The proposed solution must possess the capability of
seamless integration with the current sYstems and

appllcations. I\,'loreovet it should demonstrate
aompatibility with the following range of operating
systems, hypervisors & virtual environments, databases,
security appliances, network devices, directories, remote
control and monitoring systems, storage, and backup
solutionsl

b.

Operating Systems: Windows 10 and above, Windows
Server 2019 and abovc, and Linux distributions such as

centos, lJbuntu, RHEL and oEL

echnical Com liance Sheet Tender#109 023

s
Page 2 of5
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Bidder Eli ibili Com lian Sheet Tender#109 2023

5f Evaluation Matrix
I€.h

Imerging
Systems

National
Engine€rs

Computer
MarketinE

& co,

05

Proposed solution mun comply all requlr€d

specifications/features mentioned in the
Compliance Sheet/BOQ. Partial Comply or
Not'Comply or Blank Spaces slall be
considered at Not-Comply

50

100% Fully Comp iance = 50

Any Single Non'Conrpllance = 0
50 50 50 0 0

Column (Document Referencel of Comollan.e

Sbers
vendor must provide OEM/Pr ncipal

datasheet referen.e against each required
feature and specifications.
(Document Name, Section, and pa8e number

0 oarks willbe given for overall

.ompliance sheet (0i50) and

Vendor will be disq!alified
dnerdy, lf vendor fails to
provide document reference as

required

Minimum passing marks 70 75 75 70 0 0

Qualified/ Not Qualifi ed Qualified Qualified Qualified
Qualified

Not
qualifi€d

!19!C! A firm not athievang Minimum technical passint m.rks (70lwill be rejected

(President of Board)
Name: Mr. Arif Munir
Designation: Deputy 0irecJor (N

ERP#

Signature with Date:

(Board Member) Z
Name: Dr. Yahya laveed
Designatlon: Threet
ERP# 66L35

(Board Member)
Name: Mr. Haroon Hafeez

DesiBnation:_Qeputy Director {Technology Dte)
ERP# 2ob1o

Dte)

))--08- ?4)>
SiBnatu re with Date: Lt H,y' J
(Board Member)
Name: Mr. Husham Yaqoob
Designatlon: Assistant directAnalyst / Scientist (Networks Dte)

z) -aA - >z>23

ERP#15922

Signalure with DaterSignature with Date lL!15

Page 3 of3
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tAzz
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5{ Ee4ue
M/s PMCI

'AZZ

M/s Emerging
System5

M/s National
Engineers

Marketing &
Co.

Hyperviso6 & Virtual Envkonmentsr VMware vsphere
ESX/ESXI, (ubernetes, and Docker.

d.
D.tabases: Oracle lusing Toad, SQL Developer). MSSQ!
(usint 5Q[ ManaSement Studio), LlvSQL, Teradata and
any ODBC compliant databases.

Security Appliances: Fortinet and Hil stone etc

Network oevices: Cisco, Brocade, and Huawei
Directories: Microsoft Active Directory etc.

c.

Remote Control and Monitoring: lBM, HP lntegrated
Llghts-Out Manager (itOM), Dell lntegrated Dell Remote
A€€ess controller {iDRAC) and Oracle Exadata (iLOM).

h Storage: Dell unity and IBM v3700

Baakup Solutlons: EMS Networker, veritas NetBackup,

The proposed solution must incorporate a secure
password vaultin8 mechanism for privileBed accounts,
which includes encrypted storage of passwords and

automatic pa5sword rotation at regular intervals.
Additionally, the solution should include support for a

"breakthe glass" feat!re that can be activated in the event
ofan emergency or PAM server outage.
The proposed solulion must posses! a sturdy disaster
recovery plan that encompasses data backups and a

disaster recovery site. This is necessary to ensure that
criticalsvstems and data can be recovered and reinstated
in the event of a catastrophe or disaster.

8

The proposed solution must featLlre a robust network
architecture that incorporates duplicate network
conneclions, in order to guarantee that the network
remains operational in the €vent ofa network failure,

Technical Com liance Sheet Tender#L09 2023

r.-f
$Page 3 of5

Description/Specilication
Tech

f.

i.

a.

I



echnical Com liance Sh Tender#109 023

Feature Descrlption/specifi cetlon
Tech

M/i PMct-
tAJz

M/s Emerging
Syst€ms

M/s National
Ehgineers

M/s computer
Marketing &

Co.

9

The proposed solution musl possess resilient monitoring

and alerting functionalities that can generate

instantaneous notifications in case ofany system fallure.

b

Additionally, the solution must include the following
reporting features to enable effective utlliration:
Entitlements Reportt Users' activities, Privileged

Accounts inventory, Applications inven1ory, and

Compliance Report.

The so ution should have a comprehensive testing and

validation pro€ess, accompanied by periodic assessnents
to Suarantee that all hiEh availability fun.rions are

operating as expected.

11

The solution proposed must be capable of scalability to
accommodate the expanding requirpments of the
orSanization, as $/el as any shifts in busines5 needs, and

poss€ss the ability to incorporate additional resources as

required. This may entail horirontal scalinS, whlch involves

augmenting the number of seNers within the solution, or
vertical scaling, which entails upgradinB the existing

hardware.

N/A

the li€ense agreement for PAM (Privite8ed access

Management) should be perpetual and tied to the number
of Lrsers ratherthan assets.

b.

The suggested PAM solution and associated licenses must

be able to support an unlimited number of devices and N/A

c.
There should be 24x7 support available with a guaranteed

initia tesPonse time,

d.
On-site initial support for deployment/installation,
according to the user requirement, should also be
provided.

(Page 4 of 5
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echnical Com liance Sheet Tende r#109 2023

7a

D€scription/Spe.ification Tech

M/s PMCI
tATZ

M/s Emerging
Systems

M/s National
Engineers

M/s computer
Marketing &

Co.

(3 X NAORA

ofii.ials)

OEM/Principal Certified fa.e_to-face (Classroom )training
for Design, lnstallation, Confi8uration and Operational

Requirements of PAM Solution. All expen#s covered

including boarding lodgint along wlth TA/DA as per

NADRA NTL rules, Training dates can be decided after

issuance of purchase orderas per convenience ofthe user_

rtment

b.

The vendor should also provide a list of electronic and

printed doaumentation forthe installation, operation, use,

and administration of the entire solution

N/A

ln addition to formaltraining, it is necessary forthe vendor

to provide on'site, hands-on trainin8for key concepts that

are specific to the proposed solution.

N/A

(President of Board)

Name: Mr. Arif Munir
Design

ERP#

ation: Deputy Director W Dte)

(Board Member)

Name: Mr. Haroon Hafeez

Designation: Deputy Director (Technology Dte)

*pi zoflo
Signature with Date:SiBnature with Datei v> 2g

ro)7
htz -

t director {NDW Dte

l zt ld[rc2<

(Board Member)
Name: Mr. Dr. Yahya laveed
Designation: Th

ERP# GL LT>

(Board Member)
Name: Mr. Husham Yaqoob

reat Analyst / Scientist (Networks Dte) Designation: Assistan

ERP#15922

Signature with Date:
\,

l!")-9
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Signature with Date:


