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PUBLIC PROCUREMENT REGULATORY
AUTHORITY (PPRA)

CONTRACT AWARD PROFORMA -1

NAME OF THE ORGANIZATION/DEPTT. Securities and Exchange

Commission of Pakistan

”~
e
”~

”~

FEDERAL / PROVINCIAL GOVT. Federal

TITLE OF CONTRACT Cloud Services laa$S for SECP

TENDER NUMBER T#21/22-23

BRIEF DESCRIPTION OF CONTRACT Renewal of cloud services already

in use of the SECP

r

TENDER VALUE Rs.6.0 M

ENGINEER'S ESTIMATE NA
(for civil Works only)
ESTIMATED COMPLETION PERIOD 12-16 weeks

WHETHER THE PROCUREMENT WAS INCLUDED IN ANNUAL
PROCUREMENT PLAN? YES

ADVERTISEMENT :

(i) PPRA Website 28-Apr-2023, TS509242E
(i) News Papers 29-April-2023, Jang & The Nation

TENDER OPENED ON (DATE & TIME) 11:30 AM on 16-May-2023

NATURE OF PURCHASE Local

EXTENSION IN DUE DATE (If any) No

0w -
y seef 1M Y
,_g"\'/[{?’x
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NUMBER OF TENDER DOCUMENTS SOLD N/A (provided free of cost)

WHETHER QUALIFICATION CRITERIA WAS INCLUDED IN BIDDING/
TENDER DOCUMENTS YES (Enclosed)
(Also, details are available on link https://www.secp.gov.pk/procurement/)

WHETHER BID EVALUATION CRITERIA WAS INCLUDED IN
BIDDING/TENDER DOCUMENTS YES (Enclosed)

WHICH METHOD OF PROCUREMENT WAS USED: - (Tick one)

a) SINGLE STAGE - ONE ENVELOPE PROCEDURE _

b) SINGLE STAGE - TWO ENVELOPE PROCEDURE. R

c) TWO STAGE BIDDING PROCEDURE.

—_—

d) TWO STAGE - TWO ENVELOPE BIDDING PROCEDURE. |

- PLEASE SPECIFY IF ANY OTHER METHOD OF PROCUREMENT WAS
ADOPTED WITH BRIEF REASONS (i.e EMERGENCY, DIRECT
CONTRACTING, NEGOTIATED TENDERING ETC.) NA

- WHO IS THE APPROVING AUTHORITY Commission SECP

WHETHER APPROVAL OF COMPETENT AUTHORITY WAS OBTAINED
FOR USING A METHOD OTHER THAN OPEN COMPETITIVE BIDDING NA

NUMBER OF BIDS RECEIVED 05
WHETHER THE SUCCESSFUL BIDDER WAS LOWEST BIDDER Yes

WHETHER INTEGRITY PACT WAS SIGNED No (NA)



i(cj)

PUBLIC PROCUREMENT REGULATORY
AUTHORITY (PPRA)

CONTRACT AWARD PROFORMA - 11

e NUMBER OF BIDDERS PRESENT AT THE TIME OF
OPENING OF BIDS 04

P NAME AND ADDRESS OF THE SUCCESSFUL BIDDER Multinet Pakistan
Private Limited Plot No. 1D-203, Sector 30, Korangi Industrial Area,

Karachi, Pakistan.

e RANKING OF SUCCESSFUL BIDDER IN EVALUATION REPORT
(i.e. 18t 2 3¢ EVALUATED BID).

i.  Multinet Pakistan (Private) Limited

i. Cube XS Weatherly Pvt Ltd
ii. Pakistan Telecommunication Company Limited (PTCL)
iv.  Cyber Internet Services

» NEED ANALYSIS (Why the procurement was necessary?) Renewal of cloud

services already in use of the SECP
P IN CASE EXTENSION WAS MADE IN RESPONSE TIME, WHAT WERE THE
REASONS (Briefly describe) NA

- WHETHER NAMES OF THE BIDDERS AND THEIR PRICES WERE READ
OUT AT THE TIME OF OPENING OF BIDS Yes

> DATE OF CONTRACT SIGNING Copy of contract enclosed.

” CONTRACT AWARD PRICE Rs. 8,640,000/-

> WHETHER COPY OF EVALUATION REPORT GIVEN TO ALL BIDDERS Yes,
report has been shared with bidders through an email (report enclosed)

e ANY COMPLAINTS RECEIVED No
> ANY DEVIATION FROM SPECIFICATIONS GIVEN IN THE TENDER
NOTICE/DOCUMENTS No

> DEVIATION FROM QUALIFICATION CRITERIA No

- SPECIAL CONDITIONS, IF Any NA
(Give Brief Description)

[F.No.2/1/2008PPRA-RA.III]
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SECURITIES AND EXCHANGE COMMISSION OF
PAKISTAN

T#21/22-23
Invitation to Bid

The Securities and Exchange Commission of Pakistan invites sealed bids from the authorized services
providers/principal's authorized dealers/distributors/partners/resellers based in Pakistan and registered
with Federal Board of Revenue/Respective Revenue Boards for Income Tax and Sales Tax and who are |
on Active Taxpayers List (Income and Sales tax) of the Federal Board of Revenue/Relevant Tax i
Authority for

Cloud Services — IaaS for SECP

|
|
Bidding document for above mentioned requirement and conditions, method of procurement, procedure |
for submission of bids, bid security, bid validity, opening of bid, evaluation criteria, |
clarification/rejection of bids etc. against above requirement are available for the interested bidders from |
the undersigned and can also be downloaded from https://www.secp.gov.pk/procurement/ ,

The bids prepared in accordance with the instructions in the bidding documents, must reach undersigned |
on or before May 16, 2023 by 1100Hrs and will be opened on the same day at 1130Hrs. '

In case of any query, Admin Department may be contacted on Telephone No.
051-9195477/051-9195437 during office hours (Monday to Friday excluding Public Holidays)

Mr. M. Ubaidullah Khalid. Add. Joint Director (Admin)
NICL Building, 63 Jinnah Avenue, Blue Area Islamabad

Page 1 of 106




1 (¢)

Schedule of Reguirements - Cloud Services — IaaS for SECP

Proposals are solicited with following minimum requirements.

Interested parties with local presence and having datacenter(s) in Pakistan only are required to
submit bids for migrating and providing infrastructure for ESXi based virtual machines on cloud laa$S
for SECP. The generic requirement of the hosted VMs are as follows:

: e ' OS | Disk | Memory No:of F gty
' S.No.| Generic ServiceName @ _ =~ | : = Tequency
i = - (nGHz)
1. | Elastic Search Serverl “Linux 100 16 08 | 2.6 or Higher
[z Elastic Search Server2 Linux 100 16 08 2.6 or Higher
i—? Logging Server o | Linux | 300 16 08 2.6 or Highm-‘
|—4 - ‘_:\&’laniloring Server _. Windows 100 ! 6 08 [ 2.6o0r [[ighn}} '
| 5. | Mail Gateway Server Windows | 200 16 | 08 2.6 or Higher
L6 Website Server Linux 300 32 16 | 260r Higher
7 > ‘ = s /M = igle e
Mansgennt Setver To manage all of the above migzs;ed VMs through a single (web)
“ S OIC

Table I: Requirements for Cloud laaS Solution

10. DDoS Protection MUST

. Technical Evaluation Criteria
S. No. 2o Evaluation
g Minimum mc(()‘")} \'Ld]") in busil;;ess gy ) | . MUST
2. Data Center in Pakistan only o — MUST
3 Daily incrcmcnlai;_\-\x_cekb* full backups with 90 days retention [ MUST
4, Availability of Shared Storage (SSD-based) MUST
5. | SSD disk storage for all hosted VMs MUST
6. VM rccgifci'y from backup within four (04) hours o o - MUST |
7. | Web Application Firewall (WAF) protection for 03 VMs (01 domain) TMUST
8. | Dedicated cPanel for website VM ' MUST
9. | Class-3 SSL certificate for 01 domain - MUST ‘
|
|
|

I1. | Next Generation Firewall (NGFW) protection for all hosted VMs with UTM bundle T MUST
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|12, [ Service Level Agreement (SLA) with 99.995% availability MUST
| 13 Compliance against specifications mentioned in table-1 above - MUST
14, “DNS‘ record rnanaééﬁlélii—ihr 01 domain and migration of existing DNS zones, if MLST_
required
s, DNS records addition, modification. and deletion i»-\-:i_thi-n 02 hours) as and when MUST
required
16. | At least ten (10) IPv4 usable public IP addresses o MUST
17. __/_\_t_fezisl_ﬂl(ibps upload and download with monthly traffic volume of 15 TB T MUST |
18. 24x7 technical sﬁpport with escalation matrix to be shared with the bid MUST
19, | 4x VPN for accessing the hosted environment for SECP Admin users MUST
Monitoring and availability reports of entire hosted infrastructure on nio_n_tﬁly.* o
20. _ j MUST
quarterly, and on demand basis
51 The bidder shall have approved disaster recovery procedures in place and MUST
' SECP data and VMs should be available in case of a disaster. -
]
Table 2: Technical Evaluation Criteria
NOTE:
e Provisioning of Management Server for managing all VMs through a single (web) console s
responsibility of the service provider
e Service provider must have a call center with 24x7x3635 availability and a UAN for complaint
logging and escalation
e Exact timelines for server provisioning and availability must be clearly mentioned in the
proposal
¢ The service provider data center MUST be located in Pakistan
e Penalties will be charged for non-compliance of availability as per signed SLA
e Bids NOT in compliance with any MUST items in the evaluation criteria will NOT be
evaluated and shall not be considered for financial evaluation
e The bidder must ensure that adequate cybersecurity measures are in place to safeguard SECP
infrastructure against any kind of internal and external cyber threat. A list of such controls
and measurcs shall be shared with SECP and include at least the following:
o Surveillance and monitoring mechanism (SIEM/SOAR etc.)
o Access Management sccurity Measures
o Parameter, Network, server and data security measures
e The bidder shall conduct Cyber testing (VAPT and audits) regularly on their platforms and
systems and share the report with SECP.
s Compliance with MUST requirements mentioned above should be tagged in the bid

along with relevant page number/section, failing which the bid shall be rejected.
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Service Level Agreement
Berween
Securities & Exchange Commission of Pakistan
And
Multinet Pokistan Pyt Litd.

3.3 Supplicr docs not guarantee amy Seeviees wheeh are reliant on any thind pay; hawever, i
shall make all commercial resscaable efforts for provuweing of Scrvices, The Cisstome:
agrews pat o hold Supplier responsible ar liable for any loss or damage resultng oo the
Cestomer use of intervapted vse of any thisd purty services, inclhuding witheut Emitation any
satellite cammier, internad backbore service provider or content provider

3.4 Neithes Pariy shall e liable For any indicsct loas of indireer damage. consequential or
otherwise whether speetnl andior pumitive, including loss of profils, busiaess, prodwill or
articipated savings, arising or af, in conneetion in o¢ relating b asy inermupsion. sespensian,
termination, failure, defects or probl=ms sssociated with tramsmission, mscourdcies, enars,
g5 of dota and breach of secuity in any loss, whether negligen: or othervise provided ende
this Agreement,

4 SERVICES:
The Fallonwin Services shall be provided by the Sippies:

41 Sy Yervices,
4 Provision nf choud hnsted model as per Annexure | attached hereta;

412 Hati and miai far the Contract Term;

4.3 Backup of Full ¥Ms;

4.4 Restoration as and whea required within stipulated time lines;

405 Firewall and Seconity services, and

416 NS management for | domain, and modification/updating ol recosd, 2 and when

required witl lated timelmes.

41 Swppont frocess
The Cumtomner shall call and send an emai! 12 point of contact for eny issoe, suppodt andior

Services Supplier’s 247 online support helpdesk will abse be aveilable for support whers
reparting of complaints can be made in accordance with the Escalation Matris provided
in Annexute | of the Agreemem

S DISPUTE RESOLUTION

5.1 1t in agreed hebween the Partaes that any or all disputes and differences arising out of or relating
w this Agreement incheding clocidetion of its terms shall be determined through mutual
segotistions of the officers of the concemed Parties: Any dispate. differences or inguiry that are
ot desermined through mutual disvossious, within ffiesn (15) duys of having arisen, shnll he
referred for arbtration in accordance with the Arbirarion Act, 1940 The place of arbitratsoe shall
e Islamabad and the langungs of the arbitrasion shall be English.

& OTHER TERMS AND CONTHTIONS

I case the Customer is nol satnfied with the quality and level of Services provided by the

} Sgpalser, the Customer shall call upon the coacerned customer relatromship officer to discuss and
:j{.y-ligm rapont problems, The Custemer shall als0 provide a beief write up on the problems being

5 a5 mmail g the Supplier dhali rexpond s profilesms

faced by the Custamer ta the lisisor of
switiiin tweney-four (24) houes and update the Cusamer scoordingly.

Dated 16-08-2023

4 (c])

SERVICT AGREEMENT

This Agreernent it made at lilamabad o this LS day of August. 2027
IV AND BETWEEN
Sacaritles and Fachange Commission of Pakistan, KICL Bulldiag, 53 linnah Avenus, lamabed,

# body comuraie esihlished under sexion } of %e Secsnites and Exchange Commission of
Ao, 1697 [heneinafier roferred 1o e e “CostomesSECT™ which exgression shll

ac hude 13 successors in inferest and permitied assigns). of the ane part.

AND
MULTINET PAKISTAN (PRIVATE) LIMITED, & provate limeed company functioning ander
the laws o Pakistan sl having its olfice 1 Plot Ne [0:203, Sector 20, Korang/ Iodustrial Area,
Warpehi, Pakistan (hereinafter reflermed to a3 the “Supplies™ which expression shall imcluds its
the ather part;

FICCEEOTS in =

sest and perittedd nange],

The Customer and the Supplier sh
the “Parties™.

~vidually be sufesred 10 & the “Prrty” and collectively as

WHERFAS;
A The Cistomer wishes % sequine "Clowd Services - lae$ for SECP va Local Cloed”
“Servicas) a5 more detnded = clanse 3 and Aniexare | boremder,
H. The Supplier represents and warranss that it has the requisies expentise and sources 10

prawide the wppan and Services for the Clousd Servers required by the Customes™

€ The Customer is desirous of scquiring fros (be Suppiier, and the Supplier o desrmss of
providing fo the Customer, lhe teguied Services in sccondance with the torma and

conditicms set forh in this Agreement,
NOW, THEREFORE. in of te mutun) s and cuwenants hereinsder

set forth and for other gond and valuabie comsideration the sdequacy of which is herehy
ackacowledged by the Parties and the mutusl benofits 1o be derived therafrom, the representalinns
and warmnties, conditions and promiscs contsinod herein below and intending to be sgnlly bound,

the Parties apres o follows:

1. TERM
L1 This Aproement shall start from | S August ihereinafier, the
be valid 1 L3 August 2026 (the "Term™). This Agreement shall be effective from the datz of

taecition via both Partizs and shall remain i effect for a period of three (03) years or uriil
ion of this

terminabed fa sccordenee with clause 1] of this Agroerment. Provaded. the termin
Agre=meat shall pd,
i) relieve gither Party from any experse. rshiity or abligation ar any remedy therefore whach

has accrwed or sitached price to the date of such termination, nor

91 causg either Party io lose, surrender o forfeit sty rights or berefits which have been

acerued rior iz or af the fime of termination.

1.2 Prine in the expirstion of the Term. this Agreement may be extended for such friher pesiod of
lane sy dually agreed e wrting by the Pamies, When mz2¢ (0 this Agreemens, the phruse

“the Term™ shall refer i the erdws durs of the Agreement

L PAYMENT AND TANATION

1.1 The toinl paviment sgainst wel services 1o be made by the Cusiome: 1o the Supphier fie theee
[07) years thali be Prk Rupees Sight Millior, Six Hundred and Forty Thousand Only (PRR
BALAL] {imelusive 0f all taxes) which shall be made an quanierty basis (at te end of each
quarter} commencing from the Effective Dats fifl the end of the Term: The quanerly payment
shall e Pak Rupees Seven Hundred and Twensy Thousard Only (PRA Z200800) Ginslusive

of all taxesy

2.2 Both Parsies shall be reaponsitbe for Ueir respestive tax obligations in aucordance with the
perevalent law,

23 The Supplier understands end agrees that wll peyments by the Cisstomer shall b sunject 1o
deduasion of applicahle taxes and levies as per the applizzble lawis) of the |siwme Republic
of Pakzetan

3. INDEMNITY
30 The Supplier agress 10 indemnify the Customee and save o hamiess against sy and all
tiabi

ies, meluding udgments, costs and reasonable eounsel fees, for anything dose of

omived by the Suppler bsothe esecutivn of (his Agreement, except msoa resufl of the

Customen's yoss pegligence, willful eiseenduct o bed faith or due to thied parmy acnans.
It 8 agreed berween the Parties bt the Supplier shalf ke due cars o avoid any data loss ir
case of substaAue and prosectivn of hardware. The Supplier 15 ale mesporsible fre Full VM

fackup and restore 8y and when required,




10, AMENDMENT OR WAIVER
10,1 No provision of this Agreamant may be amerded o waived exaopt wilh 1he prlor sonsultation
and understandis g befween the Parties and athér than in writiag. No failure or hindrasee oa pan of
any Party hereto in exercising ary right, inflisence or privilege hercunder or under any cther
doeument delivered in association herewith and oo sancrary of desting be

tween the Paries dall
operste B3 a waiver of any such right, power, or privilege. Any single or partial cxercise af eny

rights, pawers ot priv g ar usder any other &

shall not prechude any caher or fuither exercise thereof or the exercise of sny ather right, power oo
privilzge hereusder or thereunder. The rights, powers, and remedies herein in associstion herewith
wre camulative and mor cxclusive of any rights, powers o remedies 1hat would otherwise be
wcowssible 10 sry Party hereto

10.2 This A 1t shall wy e isting amd gr Letween th
Trarsies in refation 1o the terms agreed upcn under this Agreement.

11. PENALTIES

The penalties under the A for service il lassified herewith, In the event ol
® failure to render the Services in corformances to tae SLA a3 defiaed below, the Supplier shall be
lisbiz to refund amannts by adiusting the amowts against its quarterfy inveices as fllows.

Faibure to confism 1o dessned availability:
iQuarterty Serviee Charges Tor the service io SECP) Multiplied by (45 No. of hours of noo-
availability of service during & quarter) Divided by (Ne. of bours of committed serviee
wvailability during the quarterly period)

OR
10% of the guurierly puyment amount which is due against choud services whichever is koss.
The maximum penalfy under this clause shall roc exceed 10% of te quasterly payment due for the

cloud sevices.

1% FORCE MAJEURE

SR the Fatfillmsent by any Party bereto of any of is ebligation bereundys is prevenad, resrioed
of erfered with ez, by reasor of floods, fire, explasion, accidents, ghtber lack of or failure of
source of supply of labor. or of power, or by reasen of war, revolurion. ¢lvil commotion, ser of

pablic enemies, blockades of embargo ar any law and order proclamation. regulation, ordinancs,
demond or requirement of the Government, of say o ofiber cause, sunibst 0 those above
enumerated {*Frrie Mageure™)

12.2 The Parfy 3o affected shafl a5 500n & it becomes aware of the cecurrance of Poree Mageure
immediately notify the other Party, and the protection of this Clause shall become operative only
P the time when such potice i given. Thereafter the Party so effected shall do all thal is
reasumably possible a1 it expense 10 remove o ameliceate 1he offect of such sccurrence of Fore
Majeure.

12.3 In particulor, neither Party shall be deemwd 1o be in breack of this Agreement, or ctherwise be
" hable tn the other by reasan of any delay in performance, nor noa-performanee diss t0 any event of
-Farce Mageure of which | has notificd the other Party amd the tme for perfonrance of tha
bdigation shuall be extended accordingly

17. RELATIONSHIP

The Parties hereby agree that no terms of this Agresment shall be construed as to porray an
empicyer-employee relationship berween the Parties and that both Pariies wre acting
independently and at their discretion

15 SEVERARILITY

Each of the elauses of 1his Agroement is severshle and distinet from one snctier and if Bny one or
mave of the clauses of this Agreement of any pert thereof is or becomes invalid, Ukgal or
vaeniorceable, the validity, legality, or enforceability of the renmiping clauses of this Agreement
shall not thersty be affected or impaired n sy way

19, STAMF DUTY
This Agreement shall be stamped in ncenrdance with Stamp Act, [E99 by the Suaplie:.

0. ANNEXURE(S)
The Annexurc(s) to this Agreement shall fonn an integral part of this Agresrent and shall be
interpreted scdordingly.

7. CONFIDENTIALITY AND DATA FROTECTION

7.1 The Parti o ke thy this ! &5 stemly secret and that these conlenis
shall not be disclosed 1o anyone until and unliss reguimed by law In case either Party is regalred 1o
tisclose the cantents of 1ais Agreement to anyone under ar law, the Pamy diselosing this
Agresment shall infoom the other Party of such disclosure in writing with the reasen lor dissoing

such information.

7.2 The Parties agree thal Pakisun Teleconmunicpion Authority (PTA) has enacied Cntscal
Telecnm [ata and Infrastructure Secority Regulutions. 3020, which is obligsory and exventral
therafors bath Parties agree to comply witk Critical Tebesom Duete and infrasuructure Regulatons
(CTDISR) 2020 rules and regulations. Furthermore, the Customer shall be responsibie fur
databases securily, and Supplar shall not be held responsible in case any data breach cexurs o1 tic
Custamer’ s dntabases. {aps/wvns pla.gov ok sl misliweitice] Wlecom data_reg 301 12026,001)

B REPRESENTATION AND WARRANTIES

£.1 Ench of the Parties herelo warrants ko the other that of his e power and aothority 1o enles into.
this Agresment, perform its sbligations hereiader aad bas chtaimed sll exsenlinl approvals 1o o %0
The Supplier warrants and represents that its Services shall comply with all relevant and applicable
lawe of the lslamic Repeblic of Pakistan and that i will obtain and msintain during the Term all
necessary license and permisshors for providing Services as coatemplated under this Agreement

% NOTICE:

9.1 Any notice required 1o be provided pursuand i this Agreemeat shail be i wriiimg end may be
ghven by delivering the same by hand &, or by sending the same by prepaid fira-class post, lefex
or facsimike 10, the regissornd addnesses of 1ve Penies or swch sther sdress ws the Parries may
motify b esch other. Any such nolice grven e aforesmd shell be deesned 1o have been piven o
recelved gt the tme of delivery (T delivered by hand), the fire Working Day nexe fellowing the
day of sending il sert by telex or faesimile) and te seeond Working Day nest folluweng the dsy
it s seat {1 3e by pest). Without prejudics w the foregoing provasions of this Clewss, if the Parmy
o which & notice is given does not acknowledge the same by 19¢ end of the third Working Day
mext following the day of delivery by sending, 1he Pamy giving 1he natice shall communicate with

the Party which has nat so acknowledged and, if necessary. re-deliver ar reesend the rotice.
9.2 Notices for comespondence shall be sent o5 foflows:

I respect af the Custamer:

Head of Depariment {Administration |

GRNICL Building, Jinnal Avence, Blue Ares, Islamabad

In respect of Supplier:
The Company Secrewry

sdulninet Pakisian Privete Limited,

I,
R)-203, Seotor 34, Korangi Industrial Arss, Ramchi.

124 The Purties agree that, if sush ingbiline 1o perform any obligations under this Agreement shall
month, the Pasty other than the »ected Party shall have the right
i lerminale this Agreement by Matice 1o the Affocted Party ot any time thereafier. Fronided

continue for a perfod of ane |

additional that in cese of tenmimation andzr s clause, the Suppler shall immediasely
refund any advance payrment mads by the Cusomer to the Supplier for the perind the Services were
suspended due 1o n evertl af Force Majeurs

13. TERMINATION

13,1 Either Parry may termdnats this Agresment without cause by giving o 30 (Thirty) days®
natice 10 te oiber Pary

13.1 In case the Supplier becomes insolvent or wnable to pay i3 debts or perform ity obligaticas in
oreinary course of its business and! or the Supnfier becomes suhject to any voluntary o inveluntary
proceedings in bankruptey, Gquidation, dusciutiom, receivership, atlzchment or composition, o
makes a peocre| sssignment for the benefit of crediors, s Agreemen shall stand wominaned
Insmediately ard the Supplier shall become liable 1o Immediately refund any sdvance payment
e by the Custorer with respes: 1o s Agenment

133 In case one Pamy commits a bresch of any of it responsiisilities or obligations under this
Apreement, the other Party ¢hall send a wrintea notice spacifying the breach and requiring it ta be
remedied within Mfteen (15) husiness days of the reeeipt of 8 written notice.

134 If the breaching Party failed to remedy the broach within fifteen (15) business days of the
reeeipd of the written notics date, then the othe - Pasty may termisele this Agreement o1 any Lime by
serving Fifteen {15) days’ prioe weitten netlee upon the breaching Feriy,

135 Price to the effective dase of termination, the Customer shail have & Fight 1 migrate ies data
st the Services being obtined under this Agreement to any ather vender of its choice. The
Supplier shall coopesate tully with the Customer and the acw vendor te casure smeoth tranafer

of data snd services for the Customner m a manner which shall not cause sy hindrance or obstacle

fot the Customer to carry on its business.

14, ASSIGNMENT
14.1 Neathvir this Agreement nar umy Tight nersunder may be ransterred. subconmacted, nssigned
or delegared by sither Parmy without ihe praceding written consens of the ather Party.

15 GOVERNING LaWS AND JURISDICTION
15.1 This Ag and any o

hereto shell be governed by the lawa of the
Istamiz Republic of Pakisten and the Courts af lsbamabad will b

« non-exc lusive juslsdiction.

16 SUFPORT REQUEST MECHANISM

Support team will be svailable 24 x 7

= Suppon call can be logged theough Toliowing method
Email to suppont@E@muhinet caom pk

Call va: 111-247-000

Response time. Within 15 Minues

Resolution Time: 2 Hoors maximuny



ANNEXURE]

10 agresd bebwonn tho fasties that the cost of the Services boing proviced under this

Agresmert shall

Specifications: Three (071 Years Pian

Cloud Services - 808 for SECP on Cloud

Infrasteuctyre Dejails of V'

I
hll S S W | 15| ®
[T Cogaing Server Vi W e |
Monitoring Sarver ~Windows 1] % i3 &5 |
Wiail Gorewsy Sarver | Windows | 200 | 6 [] ' 6o ilgher |
Webghe Server | Lesx | W@ | 2| 16| 1fer )

T Msnogement Server To manage Al ol abowe mentioned VME throuzh 3 single fweh) console |

Ouber Specificatinns:

*  Data Center in Pakistan caly

» Dty incsemental, weekly full backups with one-month retenticn
® WM recovery from backup withis 4 hours

“Web Application Firewall [WAF) protection for 03 Vs

*  Dedicated cPane! foc webine VM

Clhass-3 SSL eenificaszs foe 01 domain

DS Proteetion

»  Next Geseratioe Fhrewal] (NGFW) protection for all hosted VMS

«  Service Level Agreement (SLAJwith 99.905% availabiliny

o Compliance against spesifications mentionsd in abave table

» [INS rezord manngament foe 01 domain and migration of enisting DINS zones, if requiced
s DNS records addition and modification (it

13 howrs) s ard when required
o Al least ten (1003 IPv8 usable pubibs [ addresses
s AL feast 01 Gbos uplosd and downlead with montnly saffic velume of 13 TR

o G50 disk far all hosted Ve

® 2457 tech appest with esealation marrx Lo b shared with the bid

o Troper sevorily measures taken foo nereerh prolecton againag known nerwork aitacks,

restricted remobe oeces to SECE server Ny ECP network only.

s  Performance Security shall be released upon 3 2nd Chaarier of - f

senvices

3 SCHEDULE OF INFORMATION SECURITY REQUIREMENTS

The Suppiier mus! ersuce fhat sdeguats cybersecarity measures are in place b safeguasd
SECP hosting ageast any kind of intemal ard exterral syer thraat. A list of such commals
and measures chall be shared with STCP and inclode at keast the following:
A4 the start of the Agreement)

o Survel & and mosiloring mechamism (SIEM SOAR ate.)

o Atcsss Mansgenent sceurity Measures

o Parameter, Network, server and data sscunity mezsures

o Information Security certifications

o Cloud hosting certificalons

4 The Suppticr shall conduct Cyber testing |V APT and eucies) regatarly (st beast vace @ vear)
o their platforms and systems and share the repont with SECT

3. Supplier shall registeri get scredited from the Cloud OfTes, as per Fakisian Cloud Fimt
Poticy, a5 8 clowd service provider whensver applicable.
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[N WITNESS WHEREOF, the Parties have executed and delivered this contract theaugh there

A1 KBOVE Written

respestive alterneys / autharzed represeniztives oa the day, month wnd year

Far and ae pehalf of For aad o8 behalf of
MULTINET PAKISTAN (PVT) LIMITED Securities and Exchange Commission
i af Pakistan

mame Hlages \ '[\Wﬁyﬁ et
..nlmnhn‘h LY ,}“ ; HLP‘ 5 -“' p:l:::,

nae_ 2l oglnz "” el
Py
WITNESSES: —
[ 'J‘»"--
.snm.m.m i “*
]
1'.({ -. :.mJ.;-.

%‘f‘-'«'.g.éo‘_ EVASA

r_-z"g\.f b
)

Date:

+ LESCALATION MATRIX:

Far techical support or assistsnce with the agreed apon service, Mhufine? may be contsered i
the fodlawing manner

Flelp Desk:
Mulfinet Dats Center Support- Karachi! nt

130001 [ext 6151}
130001 (ext 6161 )

e +02- 145200004/ 402-345-R472601
-111-020-02 1 (EXT: 6003,6001)
clewd suppon@multines com pk

ame: Fabad Saloem
Assistant Mansger - Cloud Operutioas and Sappont Fhoni 2.6 He
- ~03 345 343260
1 com.pk

Bashif Anwar 612 Hs
Manager - Clowd Compuiing Paoss:
1 4 44H9 11

kashil anwar@mltinet.com pk

Syed Abdul Salam
Vice Preadent | 12-24Hm
+42 345 2000058 |

abdutsEm altinet cam. pk




EVALUATION REPORT - FINAL
(As Per Rule 35 of PP Rules, 2004)

I Name of Procuring Agency Securities and Exchange Commission of Pakistan

2, Methad of Procurement Single Stage Two Envelope Method

3. Title of Procurement Invitation to Bid - Cloud Services - laaS for SECP

4. Tender Inquiry No. T#21/22-23

g, PPRA Ref. No. (TSE) FS5092420

6. Date & Time of Bid Closing ~ May 16. 2023, 1 100Hrs

T Date & Time of Bid Opening  May 16, 2023, 1130Hrs

8. No. of Bids Received 05

9. Criteria for Bid Evaluation As per Bidding Documents,

10, Details of Bid Evaluation Bid(s) found compliant to MUST requirement in the technical

evaluation and quoting lowest price shall be sclected.
. Technical | Total Rule/Regulation/SBD*/Poli
g i Bidder Name Evaluation - Quaoted | c¢y/ Basis for Rejection /
Neo. | | Compliant | Price for 03 | Acceptance as per Rule 35
o . (Yes/No)  years | of PP Rules, 2004.
I. | Multinet Pakistan (Private) Limited | yo, | 8.640,000
| |
z, CubeXS Weatherly (Pvt) Ltd i Ves 14.400.000 . . .
. B e RS R sl Compliant to technical
z Pakistan Telecommunication Company | ' smang oy | Cvaluation eriteria,
|7 | Limited (PTCL) | Yes i
4, { Cyvber Internet Services (Pvt) Lad Vai i I-IO.JG-iI,R'S?

! i Not considered for lnancial
| 5 Pakistan  Mobile  Communications | - AEaEE being non
| 2 Lifiiited (i) No ‘ - complaint as ;I.mm.mnccd i

i ' § | the evaluation repor
| ; (technical).

Most Advantageous Bid: Multinet Pakistan (Private) Limited

Any other additional / supporting information, the procuring agency may like to share.

Signature

In case of any query. please send email at avesha saddiguaasecp.uov pk

Note: Redressal of grievances and settlement of disputes shall be dealt under PPRA Rules. Any bidder
feeling aggrieved by any act of the Commission/agency after the submission of his bid may lodge a
written complaint concerning his grievances not later than five davs after the announcement of this bid

evaluation report.
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