






Bid Evaluation Criteria for Supply, Installation, Integration, 

Maintenance and Support of Intranet Routers and WAN 

optimization of SBP Network 

 
# WAN Optimization Compliance 

01 
The WAN optimization activity should be supervised by onsite Expert Level Certified 

Engineer having at least two such implementation experience.   

02 

The selected bidder will coordinate with SBP Telecom service provider to migrate all layer 

1 and layer 2 links to Layer 3 MPLS and all sites would have uniform MPLS L3VPN 

connectivity from respective Service Providers  

03 

The  selected bidder need to provide High Level document of WAN Network design 

explaining salient feature of propose design and migration strategy from existing WAN 

Network to new proposed solution 

04 

The selected bidder need to configure and implement following tasks related to WAN 

optimization. 

 Underlay and Overlay Routing 

 IPSEC Implementation (Spoke to Hub and Spoke to Spoke) 

 QoS and Traffic Engineering (Enforcement of Active -Active Links) 

 Router Redundancy and High Availability 

 Device Security Hardening 

05 

The selected bidder is responsible to plan and migrate the existing network to MPLS layer 

3 network on the new routers without any disruption to business applications running over 

existing WAN. 

06 

The selected bidder will design the underlay network in a way that it would be ready for 

future deployment of Software Defined Wide Area Network. 

 

  



Type-1 Routers for Core Routers for Primary Site Karachi (Qty:02) 

 

   

# Requirement Specifications 

1 The Required throughput/system bandwidth of the Router should be minimum 2Gbps 

2 
The router should be scalable to provide up to 18Gbps throughput through license upgrade to meet 

future requirements 

3 Minimum 14 Mpps or higher forwarding performance 

4 12 x 1G SFP Ethernet ports Loaded with copper Ethernet SFP Modules 

5 Minimum 2 x 10G Ethernet Ports loaded with 10G MM SFP modules 

6 One 10/100/1000 Mbps RJ-45 Ethernet network management port 

7 Required  Hardware based QoS, cryptography, and access control lists (ACLs) features 

8 At least 7Gbps IPSEC throughput  

9 Support Zone based Firewall feature 

10 

Required following advance Features. 

A. Network Address Translation (NAT) 

B. IPSEC  

11 Support MPLS over Ethernet, VPLS and VXLAN features 

12 Support Application Visibility and Control 

13 MPLS Layer 2 and Layer 3 Features Required 

14 
Provides queue and scheduling functions such as Low-Latency Queuing (LLQ) bandwidth limiting, 

and traffic shaping 

15 Routing Protocols: Static, PBR, OSPF, BGP and Redistribution 

16 
Encryption support for AES-128-GCM and AES-256-GCM, authentication support for HMAC-SHA-

256, key establishment support for ECDSA-256 and ECDH-256, hashing support for SHA-256. 

17 Spoke to Spoke VPN tunnels capability 

18 8000 or higher IPsec tunnels  

19 Required Link Tracking Functionality 

20 RADIUS, authentication, authorization, and accounting (AAA) 

21 Support dual software redundancy with a single route-processor configuration 

22 Stateful Switchover while maintaining connection status 

23 Online insertion and removal of  modules  

24 Required Redundant Power Supplies 

25 Must be part of vendor SDN WAN portfolio 

26 OEM based Training included 

27 
Selected bidder need to provide onsite engineering support through at least two professional level 

certified and experienced resource  

28 

Five (05) Years 8x5xNBD OEM Hardware Replacement and partner support at SBP Premises. In case 

if OEM unable to provide 8x5xNBD delivery Support in SBP premises than equivalent backup device 

should be provided on each site at the start of contract 



Type-2 Routers for DR Site Hyderabad (Qty:02) 

 

 

 

  

S# Requirement Specifications 

1 The Required throughput/system bandwidth of the router should be minimum 900 Mbps 

2 
The router should be scalable to provide up to 4Gbps throughput through license upgrade to meet 
future requirements 

3 
Required 900 Mbps (IMIX) IPSEC throughput upgradeable to 1.5 Gbps or higher with software license 
upgrade 

4 Online insertion and removal of  modules  

5 
Must have 10 x 1G (Dual Mode) Routed GE port. If dual mode routed Ethernet ports are not available 
then bidder must include 10 x 1G Copper and 5 x 1G SFP routed ports 

6 Must have at least 4 I/O or network interface modules slots 

7 Required Static, RIPv2, OSPF, and BGP 

8 Required Encapsulated Remote Switched Port Analyzer (ERSPAN) 

9 Required First Hop Redundancy Protocols 

10 Required RADIUS, authentication, authorization, and accounting (AAA) 

11 Layer 2 and Layer 3 VPN, IPSec Capabilities required. 

12 Required IPSec encryptions - DES, 3DES, AES-128, and AES-256  

13 Support Public Key infrastructure for IPSec tunnel using X.509 certificate. 

14 
Required Encryption support for AES-128-GCM and AES-256-GCM, authentication support for 
HMAC-SHA-256, key establishment support for ECDSA-256 and ECDH-256, hashing support for SHA-
256. 

15 Required 3,800 IPSec tunnels or Higher 

16 Required Link Tracking capabilities. 

17 Required MPLS Layer 2 and Layer 3 features 

18 Support Layer 2 Tunneling Protocol Version 3 (L2TPv3) 

19 Must be part of vendor SDN WAN portfolio 

20 Support SD WAN with additional license/subscription 

21 
Support following features Application-based Firewalling, Content filtering, Web search filtering & 
intrusion detection and prevention and Web caching 

22 Required Redundant Power Supplies 

23 
Five (05) Years 8x5xNBD OEM Hardware Replacement and partner support at SBP Premises. In case 
if OEM unable to provide 8x5xNBD delivery Support in SBP premises than equivalent backup device 
should be provided on each site at the start of contract 



Type-3 Routers (Qty:08) 

 

 

 

 

  

S# Requirement Specifications 

1 The Required throughput/system bandwidth of the router should be minimum 190 Mbps 

2 
The router should be scalable to provide up to 2Gbps throughput through license upgrade to meet 
future requirements 

3 
Required 180 Mbps (IMIX) IPSEC throughput upgradeable to 360 Mbps or higher with software 
license upgrade 

4 Online insertion and removal of  modules  

5 
Must have 5 x 1G (Dual Mode) Routed GE port. If dual mode routed Ethernet ports are not available 
then bidder must include 5 x 1G Copper and 5 x 1G SFP routed ports 

6 Must have at least 4 I/O or network interface modules slots 

7 
Required Static, RIPv2, OSPF, and BGP 

8 Required Encapsulated Remote Switched Port Analyzer (ERSPAN) 

9 Required First Hop Redundancy Protocols 

10 Required RADIUS, authentication, authorization, and accounting (AAA) 

11 Layer 2 and Layer 3 VPN, IPSec Capabilities required. 

12 IPSec encryptions - DES, 3DES, AES-128, and AES-256 Required 

13 Support Public Key infrastructure for IPSec tunnel using X.509 certificate. 

14 
Required Encryption support for AES-128-GCM and AES-256-GCM, authentication support for 
HMAC-SHA-256, key establishment support for ECDSA-256 and ECDH-256, hashing support for SHA-
256. 

15 Required 1,400 IPsec tunnels or Higher 

16 Required Link Tracking capabilities. 

17 Required MPLS Layer 2 and Layer 3 features 

18 Support Layer 2 Tunneling Protocol Version 3 (L2TPv3) 

19 Must be part of vendor SDN WAN portfolio 

20 Support SD WAN with additional license/subscription 

21 
Support following features with add-on license: Application-based Firewalling, Content filtering, 
Web search filtering & intrusion detection and prevention and Web caching 

22 
Five (05) Years 8x5xNBD OEM Hardware Replacement and partner support at SBP Premises. In case 
if OEM unable to provide 8x5xNBD delivery Support in SBP premises than equivalent backup device 
should be provided on each site at the start of contract 



Type-4 Routers  (Qty:27) 

 

 

Service Level Agreement & Training 

# Description 

1 Complete Compliance of SLA as per details mentioned in Section V Technical Specifications. 

2 

Availability requirements including recovery and response time along with the Terms and Conditions 

mentioned under SLA requirement as in Section V. ‘Technical Specification’ is accepted and will be 

complied during execution of the contract. 

3 Training of four (04) SBP Resources as per details mentioned in Section V Technical Specifications. 

 

S# Requirement Specifications 

1 The Required throughput/system bandwidth of the router should be minimum 70 Mbps 

2 
The router should be scalable to provide up to 1.2 Gbps throughput through license upgrade to 
meet future requirements 

3 Required 65 Mbps IPSEC throughput  

4 
Must have 3 x 1G (Dual Mode) Routed GE port. If dual mode routed Ethernet ports are not available 
then bidder must include 3 x 1G Copper and 3 x 1G SFP routed ports 

5 Must have at least 2 I/O or network interface modules slots 

6 Required Static, RIPv2, OSPF, and BGP 

7 Required Encapsulated Remote Switched Port Analyzer (ERSPAN) 

8 Required First Hop Redundancy Protocols 

9 Required RADIUS, authentication, authorization, and accounting (AAA) 

10 Layer 2 and Layer 3 VPN, IPSec Capabilities required. 

11 IPSec encryptions - DES, 3DES, AES-128, and AES-256 Required 

12 Support Public Key infrastructure for IPSec tunnel using X.509 certificate. 

13 

Required Encryption support for AES-128-GCM and AES-256-GCM, authentication support for 
HMAC-SHA-256, key establishment support for ECDSA-256 and ECDH-256, hashing support for SHA-
256. 

14 Required Link Tracking capabilities. 

15 Required MPLS Layer 2 and Layer 3 features 

16 Support Layer 2 Tunneling Protocol Version 3 (L2TPv3) 

17 Must be part of vendor SDN WAN portfolio 

18 Support SD WAN with additional license/subscription 

19 
Support following features with add-on license: Application-based Firewalling, Content filtering, 
Web search filtering & intrusion detection and prevention and Web caching 

20 
Five (05) Years 8x5xNBD OEM Hardware Replacement and partner support at SBP Premises. In case 
if OEM unable to provide 8x5xNBD delivery Support in SBP premises than equivalent backup device 
should be provided on each site at the start of contract 





















































































 
 

 

Qualification Criteria of  Supply, Installation, 

Integration, Maintenance and Support of Intranet 

Routers and WAN optimization of SBP Network 

a) Bidder must be Original Equipment Manufacturer (OEM) or OEM’s 

Authorized Agent/Partner having valid authorized Agent / Partner certificate 

for last 03 (three) consecutive years; 

b) Bidder must be authorized by their OEM specifically for this procurement; 

c) Bidder must have experience of at least 03 (three) similar assignments of 

supply and installation of Routers of same OEM during last 05 (five) years; 

d) Bidder must have technical strength of at least 03 (three) technical resources 

certified by OEM; 

e) Bidder must have Annual Sales volume/Gross Turnover of at least Rs.150 

million in any of the last 03 (three) years; 

f) Bidder must have support/branch office in Karachi, Lahore and 

Islamabad/Rawalpindi; 

g) Bidder must be registered with Income Tax and Sales Tax Department and 

must appear on the Active Tax Payers List of FBR. 
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